
 

MEMORANDUM  
  
Subject: The work of Finantsinspektsioon to counter money laundering 
From: Finantsinspektsioon 
Date: 10.04.2019 
 

 
 

1. Main messages: 
 
Alongside its routine supervision, Finantsinspektsioon ran a special inspection project from autumn 2018 to spring 
2019 for all the banks providing payment services in Estonia in order to fight against money laundering.  
 
The general conclusions were: 

 The risks associated with serving non-residents have declined; 

 Most of the banks are taking seriously the continued reduction of risks and better risk control; 

 Weaknesses are particularly apparent in the systems of banks, the definition of risk appetite and the 
degree of diligence in quasi-correspondence relationships, and also in the quantification and 
management of historical risks; 

 From the results of the special project and depending on the risks and the principle of proportionality, 
banks will where necessary receive specific supervision plans; 

 Helping to combat money laundering is a strategic priority for Finantsinspektsioon. The result has been 
clearer guidance for the market, a better methodology and more intensive supervisory work, which 
have substantially reduced the risks even to the extent of closing down problematic business activities 
and those that significantly breach the law; 

 Finantsinspektsioon is a financial supervision authority whose main work focuses on financial stability 
and market transparency. Fighting money laundering is the main job of the Financial Intelligence Unit.
  

 
2. Subject: 
 

This document is the review by Finantsinspektsioon of the extraordinary inspections to prevent money laundering 
and terrorist financing. It also discusses the current supervisory policy of Finantsinspektsioon and the new measures 
that have been taken in recent years against money laundering and terrorist financing. 
 

3. A brief summary of the extraordinary proceedings: 
 
From autumn 2018 to spring 2019 Finantsinspektsioon ran money laundering controls at all 16 banks and branches 
of foreign banks operating in Estonia, examining the diligence measures of the banks and their resilience to risks of 
money laundering and terrorist financing; 
This process looked at what control measures each bank had in place, how it assessed the risks of its own business 

activities, what risk the bank took on through its risk appetite and business strategy, how this is reflected in the 

control systems of the bank, and which business sectors in the client portfolio of the bank currently had higher risk 

than usual. Meetings were also held with the top managers in the person of the chair of the management board at 

seven of the banks that were chosen on the basis of their risks, and with people responsible for fighting money 

laundering; 

One aim of these inspections was to assess the new supervisory measures and the methodology used by 

Finantsinspektsioon since 2014 and how the supervised entities followed the guidelines and whether this was 

efficient; 
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One measure of risk is the share of non-resident deposits1, especially those of high-risk non-residents who generally 

have no link to the Estonian economic environment, and this has fallen from 19.10% at the end of 2014 to around 

7.91% as at 31 December 2018, with the fall coming particularly in deposits from high-risk jurisdictions including 

offshore locations (see Table); 

We find that the work of Finantsinspektsioon, and changes in the business strategies of the banks themselves, have 

led to a consistent and substantial reduction in the risks of money laundering and terrorist financing in the Estonian 

financial system, and have improved the resilience of banks to risks. 

Finantsinspektsioon considers the state of Estonian banking to be currently much better than it historically has 

been. The information from the banks indicates that the majority of the Estonian banking sector is not exposed to 

high risk of money laundering, and in 2019 the majority of the sector in Estonia is focused on providing services to 

local or related businesses and private customers and the government and the non-profit sector, but 

Finantsinspektsioon is continuing its work with sources of high risk; 

Decisions will be taken in the first half of 2019 on the application of further supervisory proceedings for specific 

banks following the extraordinary inspections. Our general focus in the near future, bearing specific cases at banks 

and specific circumstances in mind, will be that: 

 We will guide the banks to carry out more thorough risk analysis and risk appetite definition than earlier, 

which will allow more accurate construction of appropriate internal control solutions at each bank; 

 We will guide the banks to invest more than they have so far in information technology solutions for 

screening and monitoring transactions, which will allow suspicious clients, transactions and situations to 

be identified more effectively, directly at the time the transaction is made; 

 The banks will have to show increased care above all in providing remote services for non-residents, who 

have no link with the Estonian economy or business environment, or for financial institutions such as 

payment institutions that serve clients of this type; 

 Whatever the application and scope of diligence measures, there are potentially clients who pose a risk to 

the Estonian financial system that cannot be tolerated. The new Finantsinspektsioon guidelines help to 

identify such risks and to define such clients before establishment the business relationship; 

 We see providers of virtual currency services, especially cryptocurrency companies and platforms, as a new 

source of high risk, and one that requires particular attention from the banks in applying diligence measures 

and even greater caution than usual.  

 

4. A brief summary of the work of Finantsinspektsioon to counter money laundering in recent years: 

The strategy and supervision policy followed by Finantsinspektsioon since 2014 has been unambiguous that 

Finantsinspektsioon will not tolerate suspicious and unusual clients in the Estonian financial sector; supervisory 

measures taken by Finantsinspektsioon and the new methodologies used have adhered to this with the result that 

the Estonian financial sector as a whole is at much lower risk of money laundering and terrorist financing and has 

less risky business models than in 2014 for example; 

Finantsinspektsioon has taken an active role in reducing the risks of money-laundering in the international financial 

sector and supports a consistent approach in forums for supervisory institutions as money laundering cases are 

generally cross-border events affecting many banks in different countries, and so reacting to them and achieving a 

central and consistent solution are vitally important for the European Union; 

Finantsinspektsioon has resolved significant sources of risk in the financial sector, notably when the controls and 

measures taken by Finantsinspektsioon in 2014-2015 made Danske Bank AS Estonia Branch exit the high-risk non- 

                                                             
1  The non-resident business segment it is not in and of itself an unacceptable part of the financial system. Finantsinspektsioon 

has focused above all in its supervisory work on high-risk or very high-risk client segments that may pose a major threat of money 
laundering and in which clients are generally involved in various concealment or other suspicious schemes that could be called money 
laundering cases in the broader sense of the term. 
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resident business segment (the internal report by the bank published several years later confirmed the conclusions 

of Finantsinspektsioon), and on 19 February 2019 Finantsinspektsioon banned Danske Bank AS Estonian Branch 

from continuing operations in Estonia because of further large-scale violations of the rules; at the proposal of 

Finantsinspektsioon, the European Central Bank withdrew the operating licence as a credit institution from 

Versobank AS in spring 2018, as its systems and controls did not meet the expected level of diligence in managing 

money laundering risks; 

Since 2014 we have substantially improved the risk-based supervisory model so that it gives a very clear indication 

of higher risk supervisory subjects. The annual remote inspection of all market participants is an essential 

requirement for this risk-based supervisory model, and it requires market participants to answer over 60 self-

assessment questions on their vulnerability as a financial intermediary, including their risk appetite, associated risks, 

organisational solutions, and diligence measures taken, and to provide over 1000 numerical values indicating their 

risks; 

Finantsinspektsioon made an important contribution to clarifying the rules on money laundering and terrorist 

financing and on 26 November 2018 we published our supervisory policy and a new advisory manual to guide 

financial intermediaries on organisational solutions and preventive measures for credit and financial institutions to 

take against money laundering and terrorist financing; 

Finantsinspektsioon is making its money laundering supervision organisation much stronger and has set up an 

independent structural unit to focus on this, while the supervisory board of Finantsinspektsioon has allocated 

additional funding for Finantsinspektsioon to take on new employees. We find that cooperation between 

Finantsinspektsioon, the prosecutor’s office, the central criminal police and the Financial Intelligence Unit has 

become significantly more effective. 

5. Finantsinspektsioon has updated its strategy: 
 

On 10 December 2018, the supervisory board of Finantsinspektsioon approved the new strategy for 2019-2021 

proposed by the management board, which maintains and emphasises supervisory work to prevent money 

laundering as a strategic priority for Finantsinspektsioon. 

Finantsinspektsioon has substantially improved its supervisory work to stop money laundering since 2014. This has 

been confirmed as a part of the Finantsinspektsioon strategy by the supervisory board since 2016 and named as 

one of the supervisory priorities for Finantsinspektsioon, which Finantsinspektsioon is to achieve by focusing 

primarily on assessing the compliance of internal monitoring systems of financial intermediaries on the basis of 

their business models, especially their anti-money laundering controls. 

6. The responsibilities of Finantsinspektsioon: 
 

Finantsinspektsioon is a financial supervisory institution. Finantsinspektsioon is not responsible for pre-trial 
proceedings in matters of money laundering and terrorist financing. Supervision by Finantsinspektsioon of money 
laundering and terrorist financing matters comes within the general context of financial supervision and the 
requirements applicable to the financial sector, where the focus above all is on the local organisational structure of 
financial intermediaries and on assessment and management of the associated risks, which may also help to prevent 
money laundering and terrorist financing. 
The financial supervisory work carried out by Finantsinspektsioon in the public interest in preventing money 
laundering and terrorist financing focuses on: 

 reducing systemic risk in the financial sector and minimising the opportunity for money laundering and 
terrorist financing through Estonian financial intermediaries; 

 the organisation of financial intermediaries and its compliance with the requirements, and its resilience in 
risk management and risk minimisation; 

 the capacity of financial intermediaries to meet the due diligence requirements, including (i) knowing their 
clients and their ultimate beneficiaries before starting a business relationship, and understanding the 
nature of the client's business and continuously monitoring it; (ii) refusing to establish a business  
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relationship where required by law or terminating one where necessary; and (iii) complying with the 
requirement to report suspicious or unusual transactions to the Financial Intelligence Unit so it may do its 
work in detecting money laundering and terrorist financing activities and the like. 

 
 

7. Finantsinspektsioon published a new supervision policy for countering money laundering and terrorist 
financing: 
 

On 26 November 2018, Finantsinspektsioon published its “Supervision policy of Finantsinspektsioon for 
countering money laundering and terrorist financing”, through which it explains what is expected of market 
participants.  
 
The supervisory policy of Finantsinspektsioon is unambiguous and clear, and is that credit and financial institutions 
that are systemically important market participants for the circulation of money must apply appropriate systems 
and controls so as to ensure the integrity and reliability of the financial system as a whole. There is no place for 
financial intermediaries with lax controls in the Estonian financial system. 
 
The policy document is also intended to help financial intermediaries to adapt their activities and organisation such 
that they maintain credibility and transparency in the financial sector and the business environment, in this way 
preventing the use of the monetary system of the Republic of Estonia and its economic space for money laundering 
and terrorist financing, and so meeting the goals and financial supervisory expectations set out in law. 
 
Risk assessment by Finantsinspektsioon has shown that the highest risk of money laundering in the financial sector 
has arisen in various obscure cases in which high-risk non-residents in particular intermediate the funds received 
from criminal activities in other countries and then operate themselves in high-risk jurisdictions among others. 
Financial intermediaries that work with high-risk non-residents and serve such clients remotely must build systems 
and controls for identifying and knowing their clients; if they do not do so they must exit that business segment. 
There are business segments where the risk level is not acceptable for Estonia even with the best possible controls 
in place. 
 
The risk assessment by Finantsinspektsioon equally shows the level of diligence expected must be higher for 
financial intermediaries that have or plan to have business relations with other payment institutions or other 
entities and platforms, such as trading environments for cryptocurrency, that serve clients who may be defined as 
high risk, including clients who are based or operate in high-risk jurisdictions. 
 

8. New guidelines from Finantsinspektsioon: 

Finantsinspektsioon developed, and implemented by decision No 1.1-7/172 of the management board of 26 
November 2018, a new advisory guideline “Organisational solutions and preventive measures for credit and 
financial institutions to take against money laundering and terrorist financing”.  
 
The manual sets out a new and clear framework for financial institutions and helps explain to financial 
intermediaries above all how to recognise risks, how to analyse the dangers they bring, and how to minimise them, 
so that the Estonian financial sector would not be used for money laundering and terrorist financing. It describes 
for the first time the risks and methods attached to money laundering and terrorism financing that apply specifically 
in Estonia. By doing this Finantsinspektsioon met the expectations of market participants, and also partly met the 
obligations set for the country as a whole by setters of international standards. 
 
Before the manual was written, international practice and standards were collected, the factors and standard 
features that pose a threat to Estonia were analysed, and the past experience of Finantsinspektsioon was examined, 
and this was all brought together in the Finantsinspektsioon manual. The manual came into force from 1 March 
2019. 
 
 
 

https://www.fi.ee/sites/default/files/2019-01/RPT%20Poliitika%202019%20%28EN%29_pdf.pdf
https://www.fi.ee/sites/default/files/2019-01/RPT%20Poliitika%202019%20%28EN%29_pdf.pdf
https://www.fi.ee/sites/default/files/2019-01/FI%20rahapesu%20t%C3%B5kestamise%20juhend%202018%20%28EN%29_pdf.pdf
https://www.fi.ee/sites/default/files/2019-01/FI%20rahapesu%20t%C3%B5kestamise%20juhend%202018%20%28EN%29_pdf.pdf
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9. Important changes in the structure of bank deposits: 
 

 
 
 

10. Statistics on inspections by Finantsinspektsioon: 

2014 – 2018 

 Supervised 
entities as at 
31 December 
2018 

On-site 
inspections 

Extraordinary 
supervisory 
operations 

Remote inspections Cooperation 
with other 
structural 
units in 
proceedings 

Credit institutions 
and branches 

16 10 84 102 4 

Investment firms 5 0 0 14 3 

Fund management 
companies 

15 0 0 16 6 

Life insurers 5 4 0 13 0 

Payment 
institutions 

13 5 5 50 14 

E-money 
institutions 

N/A N/A N/A N/A N/A 

Creditors and 
credit 
Intermediaries   

52+8 10 0 62 64 

TOTAL 114 29 89 257 91 

 


