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New wave of fraudulent trading platforms

24/07/2025 Warning

The Financial Services and Markets Authority (FSMA) is once again drawing the public’s
attention to the dangers posed by fraudulent trading platforms. These platforms lure
investors online with promises of quick and easy earnings. Their offers look attractive,

but often they are nothing more than sophisticated scams that can lead to significant
losses.
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How does a fraudulent trading platform work? (
flowchart )

1.  Modes of contact
Fraudsters use various techniques to contact their targets:

A fake advertisement in which a celebrity is mentioned;

a website intended to ‘recruit’ victims ;

a fake profile on social media or on a dating app (Tinder, Bumble, Happn, ...);

a message that you have received allegedly by accident (SMS, WhatsApp,
etc.);

an acquaintance invites you to an investment opportunity with high returns.

In each case, the platform tries to lure investors by promising them very high
returns in an extremely short time, often well beyond the sorts of gains that are
actually achievable.

2. Registration

Interested investors register on the platform and deposit funds to their trading
account. Generally, investors begin with a relatively small sum, such as

250 euros. Sometimes the swindlers offer to help their victims by taking over
their device remotely in order to make certain transfers on their behalf, which of
course allows them to download viruses or spyware.

3. Manipulation and pressure tactics

Once the funds have been deposited by the victim, the platform manipulates
the transactions to give the impression that significant profits have been
achieved. However, these earnings are fictitious and the funds have not really
been invested. The fraudsters then put pressure on their victims to invest more
money. They do so by means of repeated phone calls, time-limited offers to
which investors must respond quickly, or by issuing threats.

4. Withdrawals seem impossible

To gain victims’ trust, fraudsters sometimes allow them once to withdraw a small
amount. However, once an investor wishes to withdraw a larger amount, the
fraudsters use various pretexts not to have to pay back any money (high costs,
taxes, etc.).
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The FSMA also noted that some platforms were based on a pyramid structure .
The investors are encouraged to recruit new participants. Their investment
allows to pay returns to the first investors. When it becomes impossible to
recruit new participants the pyramid collapses.

In all cases, the fraudulent platform disappears completely, taking with it all
the investors’ money.

The FSMA has noted that the following websites were putting consumers in contact with

fraudulent trading platforms:

¢ Flash Deal Academy (flashdealacademy.com);

e NeuroTradeX (neuro-tradex.com, neurotradexplatform.com).

The FSMA strongly advises against responding to offers made by the following trading
platforms:

e AIlFinAber / Alquantaber / Aberdeen Investments (Clone)
e Arlequin Finance (Clone) (arlequininvest.io);

e Avlitex (avlitex-global.com);

e Axioncoins (axioncoins.com);

e Benzaten (m.benzaten.com, benzaten.com);

* Ethena Invest (ethenainvest.com);

e Exventor (exventor.com);

¢ Financial Consult Company (Clone) (fccompany.pro);

e Finstera (finstera.com);

e Fintrex (fintrex.net, infintrex.com);

e Fintxpert (fintxpert.com);

e Gino Group (gino-group.com);

¢ Glencoretrade (coremainsite.com, glencoretrade.io, mainsitecore.com);
e Goldmaxis (goldmaxis.com);

e HighApexPlanning (highapexplanning.com);

e |ICM212 (icm212.com);
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Index Mastery (index-mastery.com);

Millennium trading (millennium-trading.net);

MTS5itrader / MetaQuotes (Clone) (mt5itrader.com);

MTS Foundation / ToFro (mts-foundation-usa.com, tofro.com);
Nexus Trade (nexustrade.company);

Novixgrade (cfd.novixgrade.info, cfd.novixgrade.cfd, cfd.novix-grade.net,

cfd.novixgrade.co, novixgrade.center, novixgrade.com);

The FSMA added these entities to the list of fraudulent trading platforms. Beware, this
list is not exhaustive. If you wish to verify whether a company has the necessary
authorisations to offer financial services and products, we invite you to consult our page *

Nx Partners (Clone), Nx Stock (nxstock.com);
Optira FX (optirafx.com);

OrbiMount (orbimount.io, trade.plf-tchb.com);
Raliplen (raliplen.com);

RiseProfitFx (riseprofitfx.net);

RoboBroker (robobrokerltd.com);

Smart+ / SBC Smartfund Limited (smartplus.inc);
Startwaypro (startwaypro.com);

Suisseberg (suisseberg.com);

Trade Al (trade-ai.org);

U3coin (u3coin.com);

Ufunded (ufunded.com);

XYZTrade (xyztrade.io).

Check your provider ’ . In case of doubt, contact the FSMA.
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I’ve fallen victim. What should | do?

1.  Stop making any transactions and break off all contact with the platform: don’t
deposit any more money and don’t provide any additional personal or financial
information. Break off all contact with the fraudsters. They may try to
manipulate you in order to take even more money from you.

2. Contact your bank: inform your bank immediately if you have made any
payments to the fraudulent platform.

3. Report the fraud to the competent authorities: Contact the FSMA and file a
complaint with the police.

4. Document all exchanges of data and transactions: gather all evidence of your
exchanges of data with the platform, including emails, messages, account
statements and screen shots of the transactions. These items will, of course, be
very valuable when you report the fraud.

5. Beware of ‘recovery rooms’: fraudsters contact victims of a previous scam and
offer to help them - for a fee - recover their lost money. Often this constitutes
yet another attempt at fraud .

For more recommendations on how to avoid investment fraud, please consult the
‘How to recognize and avoid fraud’ page on the FSMA website. Please watch our
awareness-raising videos as well (available in Dutch and French only).
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